m Microsoft

May 10-11, 2023
sambaXP Conference

Microsoft Interoperability Track



m Microsoft

Redact Pll from a Word Document
Jsing the Open XML SDK and
Azure Cognitive Services for Language

Michael Bowen
Escalation Engineer - Microsoft Office Open Specifications




Agenda

» Introduction to Azure Cognitive Services

» Create App using the Open XML SDK and Azure
Cognitive Services

» How the Office Open XML File Format Works



Prerequisites '

Visual Studio (free community edition is
OK)

NET 6.0
git command line tools

Word Processing app that can open .docx
files such as LibreOffice
Writer or Microsoft Word

Free Account with Azure



https://visualstudio.microsoft.com/downloads/
https://dotnet.microsoft.com/en-us/download
https://git-scm.com/downloads
https://www.libreoffice.org/discover/writer/
https://www.libreoffice.org/discover/writer/
https://www.microsoft.com/en-us/microsoft-365/word

Project Code and Tutorial Are Available on GitHub

https://github.com/Interopkvents/DocumentAnalyzer

git clone https://github.com/InteropEvents/DocumentAnalyzer.git

Go to file Add file = {» Code ~

] Open with GitHub Desktop

Open with Visual Studio

[}] Download ZIP



https://github.com/InteropEvents/DocumentAnalyzer

Azure Cognitive Services



What are Azure Cognitive Services?

Azure Cognitive Services are cloud-based artificial intelligence (Al) services that help developers
build cognitive intelligence into applications.

Four Main Categories of Cognitive Services

Vision
Speech
Decision
Language



Language Service

« Extract Key Phrases

* Find Linked Entities

« Named Entity Recognition (NER)

« Custom Named Entity Recognition (Custom NER)
« Text Analytics for Health

 Personally Identifiable Information (PIl) Detection



Create Azure Cogniti\/p Cervice faor | anaiiane

Microsoft Azure

o These keys are used to access your Cognitive Service APl. Do not share your keys. Store them securely- for
example, using Azure Key Vault, We also recommend regenerating these keys regularly, Only one key is necessary

to make an APl call, When regenerating the first key, you can use the second key for continued access to the

SErvICE,
BE Microsoft

Sign in
to continue to Microsoft Azure Show KE}I’E

Email, phone, or Skype KEY 1

| SR BBRBOBRORORROBRORORROBRORORRG |D
Mo account? Create one!

KEY 2

| SRR RRRRRRRRRRRRRRRRRRRRRRR RO |

Location/Region (@)

Can't access your account?

| eastus Oy |
O Sign in with GitHub
N Endpoint
Sign-in options
s i | https.//interopdemolanguageservice.cognitiveservices.azure.com,
Go to portal.azure.com Create an Azure Cognitive Resource
Sign in or create a new account Copy the key and endpoint

Complete instructions on https://github.com/InteropEvents/DocumentAnalyzer



https://portal.azure.com/
https://github.com/InteropEvents/DocumentAnalyzer

Free Tier

Azure Cognitive Services for Language has a free tier, which allows
records per month.

Instance

Free - Web

Features

Sentiment analysis (available in containers)

Key phrase extraction (available in
containers)

Language detection (available in
containers)

Custom question answering’
Prebuilt question answering
Named entity recognition,
including PII

Conversational language understanding

Custom text classification
Custom named entity recognition?

Inferencing

5,000 text records free per month

Training and model endpoint hosting

Standard training: free
Advanced training: up to 1 hour free
Model endpoint hosting: free

Training: up to 1 hour free
Model endpoint hosting: up to 1 model
free

5,000 free text



Ways to Consume Azure Cognitive Services

& s Js A

C# Java JavaScript Python REST API

Azure.Al. TextAnalytics azure-ai-textanalytics @azure/ai-text-analytics azure-ai-textanalytics



https://www.nuget.org/packages/Azure.AI.TextAnalytics/5.2.0
https://mvnrepository.com/artifact/com.azure/azure-ai-textanalytics/5.2.0
https://www.npmjs.com/package/@azure/ai-text-analytics/v/5.1.0
https://pypi.org/project/azure-ai-textanalytics/5.2.0/

Creating the Application



Create a Console Application with Visual Studio

Visual Studio 2022

Open recent Get started

Alt-S) - Start learning

4 Yesterday

E‘:# Console App

A project for creating a command-line application that can run on .MET on !

Linux and mact

C# Linux macs Windows Console

Bf node-wopi-server

= ooxmlsin

Open Visual Studio and Select Console App and click
select create a new Next

project



Framewaork (i)

.MET 6.0 (Long-term support)

Do not use top-level statements ()

Choose a name for your Choose .NET 6.0 and click create
app and click next.



Project Build Debug Test Analyze Tools Extensions Window  Help | £ Search ~

Debug - AnyCPU - P Consoletppl - > - |BB| 51 -

Install the OpenXML SDK
and Azure. Al TextAnalytics

-

Console.WriteLine("Hello, World!");

Open the developer console and enter . o t5ues found
the following commands to install the Powershe
Nuget packages.

FEEREEREEFRES

C:\source\deleteThis\ConsoleAppl:

Package Manager Console Test Explorer Error List Exception Setting: Developer PowerShell | Output Code Coverage Results

dotnet add package DocumentFormat.OpenXml

dotnet add package Azure.AI.TextAnalytics



Add the usings

« Open Program.cs and delete the contents.
« Add the following usings to the top of the file.

using Azure;

using Azure.AI.TextAnalytics;

using DocumentFormat.OpenXml;

using DocumentFormat.OpenXml.Packaging;
using DocumentFormat.OpenXml.Wordprocessing;



Create an Azure TextAnalyticsClient

Below the usings, create an AzureKeyCredential and Uri with your API key and endpoint
from Azure and use them to create the TextAnalyticsClient and store the file path in a
variable.

AzureKeyCredential credentials = new AzureKeyCredential("<API Key goes here>");
Uri endpointUri = new Uri("<API endpoint goes here>");
TextAnalyticsClient textAnalyticsClient = new TextAnalyticsClient(endpointUri, credentials);

// Code on next slide goes here



Open a Word Document and Clone [t

string filePath = "<absolute path to .docx file with PII>";

using (WordprocessingDocument doc = WordprocessingDocument.Open(filePath, false))
{

WordprocessingDocument? newDoc = doc.Clone() as WordprocessingDocument;

doc.Close();

List<Paragraph>? paragraphs =
newDoc?.MainDocumentPart?.Document?.Body?.ChildElements?.0fType<Paragraph>().ToList();

// Code for next step goes here



How the Office Open XML File
Format Works



D [Content_Types].xmi

v B3 _rels
Microsoft Office implements O rels
ISO/IEC-29500 Office Open v B word

XML File Formats

B documentxm
v BFJ _rels
EI document.xml.rels
v FJ theme
EI theme1.xml

You can unzip a Word file to see
the underlying xml

[3 settings.xml
[3 stylesxml
[ webSettings.xml
D fontTablexm

~ B3 docProps
|__E| corexml
3 appxm

v B docMetadata
EI Labellnfo.xmil



The Main Document Part

<?xml version="1.0" encoding="UTF-8"
standalone="yes"?>
<w:document>
<w:body>
<w:p>
<w:r>
<w:t>Hello World</w:t>
</w:r>
</w:p>
</w:body>
</w:document>



Typical Document Structure




The document.xml Part

List<Paragraph>? paragraphs =
newDoc?.MainDocumentPart?.Document?.Body?.ChildElements?.0fType<Paragraph>().ToList();

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<w:document>
<W:p>
<w:r>
<w:t>Hello World</w:t>
</w:r>
</w:p>

</w:document>



The Paragraph Element in XML

<w:p>
<w:r>
<w:t>Hello</wm:t>
</w:r>
<w:r>
<w:t> World</w:t>
</w:r>
</w:p>



Loop over the paragraphs

paragraphs could be null, so use the is operator to check for null

« Then loop over the paragraphs list

if (paragraphs is not null)

{
foreach (Paragraph p in paragraphs)
{
// Code on next slide goes here
}



Get a list of the Run elements

« Create a list of runs for each paragraph and store it in a variable called runs.

» The list could be null so use the in operator again to check for null before looping over
runs

List<Run>? runs = p.ChildElements?.0fType<Run>().ToList();

if (runs is not null)

{
foreach (Run r in runs)
{
// Next code goes here
}



Check each run for PIl and add the redacted
text to the cloned document

if (!String.IsNullOrWhiteSpace(r.InnerText))
{
PiiEntityCollection piiEntities =
(await textAnalyticsClient.RecognizePiiEntitiesAsync(r.InnerText)).Value;

if (piiEntities.Count > 0)

i
r.RemoveAllChildren<Text>();
r.AppendChild(new Text(piiEntities.RedactedText)
{1 Space = SpaceProcessinglModeValues.Preserve });
¥



Save the new document with a new name

« At the end of the using statement use this code to create a new file name and save the file

if (newDoc is not null)

i
string newFilePath = Path.Combine(
Path.GetDirectoryName(filePath) ?? String.Empty,
$"{Path.GetFileNameWithoutExtension(filePath)}_redacted{Path.GetExtension(filePath)}");

newDoc.SaveAs(newFilePath);
newDoc.Close();



The Test Document

This is the result when the app is used to process the sample test .docx file from the GitHub repo

Parker-Doe-has-repaid-all-their-loans-as-of-2020-04-25.-Their-SSN-is-859-98-0987.-To-contact-them,-use-
their-phone-number-800-102-1100.-They-are-originally-from-Brazil-and-have-document-1D-number-011-
445-229

Yesterday,-Dan-Doe-was-asking-where-they-could-find-the-ABA-number.-I-explained-that-it-is-the-first-9-

digits-in-the-lower-left-hand-corner-of-their-personal-check.-After-looking-at-their-account-they-confirmed-

the-number-was-1110000254

Frank-Rizzo's-address-is-1613-E-Howell-5t.,-Seattle,-WA-98102,-his-phone-number-is-206-442-1312.-You-
can-send-his-new-credit-card:-5425233430109903-exp-04,/2023.9

Before

FrEEExErE*.has-repaid-all-their-loans-as-of **##**##*%* Thajr.S5N.js.** #*#*&**%% To.contact-them,-use-

their-phone-number-**#*****%*%* They.are-originally-from-Brazil-and-have-document-ID-number-
EEEEEE S S **1"

FREFEFEFE FExrErFwas-asking-where-they-could-find-the-***.number.-l-explained-that-it-is-the-first-9-
digits-in-the-lower-left-hand-corner-of-their-personal-check.-After-looking-at-their-account-they-confirmed-
the-number-was-***##***=xq]

***********’S'addreSS'iS'************************************,'hiS'phOne'number'iS'

krEEEEEIEEEE Yo can-send-his-new-credit-card: ¥*##ssddstttdkss gy srstkits q

After



Additional Information

In addition to the redacted text, the PlIEntityCollection has additional information that can be
logged to the console by adding this code.

foreach (PiiEntity entity in piiEntities)
i
Console.WriteLine($" Text: {entity.Text}");

Console.WriteLine($" Category: {entity.Category}");
Console.WriteLine($" SubCategory:
1(!string.IsNullOrEmpty(entity.SubCategory) ? entity.SubCategory :
String.Empty)}");

Console.WriteLine($" Confidence score: {entity.ConfidenceScore}");



Additional Information

The PlIEntityCollection also provides Category, SubCategory, and the Confidence score.

Text: Frank Rizzo Text: ABA
Category: Person Category: Organization

SubCategory: SubCategory: Sports
Confidence score: 6.99 Confidence score: 68.63

Some text has a high confidence score Other text the confidence is much lower



Next Steps




Azure Cognitive Services

</> Azure Cognitive Services documetation | Microsoft Learn

F& Overview of Responsible use of Al - Azure Cognitive Services | Microsoft Learn


https://learn.microsoft.com/en-us/azure/cognitive-services/
https://learn.microsoft.com/en-us/azure/cognitive-services/responsible-use-of-ai-overview

File Format Support

Ay [MS-OFFPROTLP]: Office Protocols .
. Read the documentation
Microsoft Learn

C@ Microsoft su pported pI’OdUCtS on Use the tag “openspecs-office” for questions
Q&A | Microsoft Learn about file formats

—%l Email DocHelp@Microsoft.com Connect with Microsoft engineers



https://learn.microsoft.com/en-us/openspecs/office_protocols/MS-OFFPROTLP/5859f0f1-a929-475b-9b23-554994675456
https://learn.microsoft.com/en-us/openspecs/office_protocols/MS-OFFPROTLP/5859f0f1-a929-475b-9b23-554994675456
https://learn.microsoft.com/en-us/answers/products/
https://learn.microsoft.com/en-us/answers/products/
mailto:DocHelp@Microsoft.com

Open XML SDK

/|

Welcome to the Open
XML SDK 2.5 for Office |

Microsoft Learn

OfficeDev/Open-XML-
SDK: Open XML SDK by

Microsoft (github.com)

Open-XML-SDK/samples
(github.com)

OOXML Viewer VSCode

Extension



https://learn.microsoft.com/en-us/office/open-xml/open-xml-sdk
https://learn.microsoft.com/en-us/office/open-xml/open-xml-sdk
https://learn.microsoft.com/en-us/office/open-xml/open-xml-sdk
https://github.com/OfficeDev/Open-XML-SDK/tree/main/samples
https://github.com/OfficeDev/Open-XML-SDK/tree/main/samples
https://github.com/OfficeDev/Open-XML-SDK
https://github.com/OfficeDev/Open-XML-SDK
https://github.com/OfficeDev/Open-XML-SDK
https://github.com/yuenm18/ooxml-viewer-vscode
https://github.com/yuenm18/ooxml-viewer-vscode
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